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Or: What it Would Take to Build a Secure OS 
That Even Our Parents Could Use

By: Michiel de Bruijn <mdb@x42.net>
Slides:  http://x42.net/DFN-CERT/ClientSecurity2010.ppt
(also available in slightly-less-evil PDF format)



{ŜŎǳǊƛǘȅ .ȅ ¢ƘŜ .ƻƻƪΧ
·Traditional client security solutions are designed to 
ÃÏÎÔÁÉÎ ȰÏÕÔÓÉÄÅÒȱ ÔÈÒÅÁÔÓ

·Everyone knows you need firewalls, least-privilege ACLs 
ÁÎÄȟ ÏÎ 7ÉÎÄÏ×Óȟ ÁÎÔÉÖÉÒÕÓ ÓÏÆÔ×ÁÒÅ ÔÏ ȰËÅÅÐ ÔÈÅ ÂÁÄ 
ÇÕÙÓ ÏÕÔȱ

·Virtually every PC these days, especially in 
corporations, is protected by all of these measures

·Pretty much every home PC sold with Windows Vista 
or Windows 7 includes these measures out-of-the-box



Χ.ǳǘ ¢ƘŜ .ƻƻƪǎ !ǊŜ ²ǊƻƴƎ
·Just about every one of those corporations has multiple 

security crises every year (e-mail virus outbreaks, 
worm infestations)

·Consumers suffer even more: many home PCs are 
pretty much unusable because of malware



Yeah, Microsoft Sure Sucks
·Ȱ%ÖÅÒÙÏÎÅ ËÎÏ×Óȱ ÔÈÉÓ ÉÓ ÁÌÌ -ÉÃÒÏÓÏÆÔȭÓ ÆÁÕÌÔ

·Insecure default configuration (especially prior to XP 
Service Pack 2)

·Bad security model (root for everyone!)

·Bugs, bugs and more bugs

·Slow to respond to security issues (they knew about the 
Ȱ'ÏÏÇÌÅ ÈÁÃËȱ )% ÂÕÇ last year already!)

·#ÌÏÓÅÄ ÓÏÕÒÃÅȟ ÅÖÉÌȟ ÂÌÁÈȣ



Χ.ǳǘ {ƻ 5ƻ ¢ƘŜǎŜ Dǳȅǎ
·Cisco US$ 36 100 M
·Check Point US$ 924 M
·Computer Associates US$ 4 271 M
·F-Secure Γ 125 M
·McAfee US$            1 600M
·Symantec US$ 6 223 M
·Sophos US$ 270 M

FY2009 (2008 for McAfee) revenue, as reported by company



Antivirus: a Multi-Billion-Dollar Failure
·Antivirus is prime example of addiction to an ineffective 

security solution
·7ÈÅÎ ÄÁÉÌÙ ÁÎÔÉÖÉÒÕÓ ÕÐÄÁÔÅÓ ÄÏÎȭÔ ×ÏÒËȟ ÄÅÍÁÎÄ hourly

updates
·Still, trivial worm variants paralyze entire corporate networks
·Yet, everyone continues to buy moreantivirus software
· To the point of buying multiple antivirus engines

·The fact that all arms races have a point of diminishing 
ÒÅÔÕÒÎÓ ÓÈÏÕÌÄÎȭÔ ÃÏÍÅ ÁÓ Á ÓÕÒÐÒÉÓÅȡ ÓÅÅ ÈÉÓÔÏÒÙȟ ÅÖÏÌÕÔÉÏÎ 
theory, etc.

·Adding insult to injury, innovative new security solutions 
repeatedly fail in the market, due to not being antivirus-like 
enough



Security Through, Eh, Insecurity?
·Security software increases the complexity of systems, and 

thus the attack surface
·Buffer overflows: All CA antivirus software

·DoS: Cisco Security Agent

·Much, much worse in not-so-well-known software

·Old trend: malware exploiting bugs in security software
·Witty worm (ISS firewall)

·New trend: fake security software
·Making victims pay actual cash for being exploited: priceless

·Prediction: before the end of this year, at least one 
government organization somewhere will ÓÔÁÎÄÁÒÄÉÚÅ ÏÎ Ȱ80 
!ÎÔÉÖÉÒÕÓ άΪΫΪȱ



Ineffectiveness All Around
·Apparently, more than US$ 10 billion in combined 
ÁÎÎÕÁÌ ÒÅÖÅÎÕÅ ÃÁÎȭÔ ÆÉØ -ÉÃÒÏÓÏÆÔȭÓ ÓÃÒÅ×-ups. In fact, 
it often makes things worse

·4ÈÅ ÍÏÓÔ ÍÅÁÓÕÒÁÂÌÅ ÔÈÉÎÇ ÔÈÁÔ ȰÃÒÅÁÔÉÎÇ Á×ÁÒÅÎÅÓÓȱ 
with consumers has achieved, is leading to an entirely 
new threat: fake security products

·OK, so we need to go open source: which free software 
package do I download to secure my Windows box?

·Is Windows so utterly broken that no third -party 
product can fix it?



Switch To Linux! Or OS X!Or Anything, Really!

·Even OpenBSDusers can:
·Download a file from the Internet

·Execute it

·Send outbound mail using SMTP. Or emit lots and lots of 
TCP/UDP packets. Or display a bunch of ads

·Modify user-specific profile/startup files

·In short, OpenBSDcould host most of the 
ÆÕÎÃÔÉÏÎÁÌÉÔÙ ÏÆ ÔÏÄÁÙȭÓ 7ÉÎÄÏ×Ó-based malware

·Also: Both Windows 95 and NT 4.0, a year after their 
ÒÅÓÐÅÃÔÉÖÅ ÒÅÌÅÁÓÅÓȟ ×ÅÒÅÎȭÔ ÔÁÒÇÅÔÅÄ ÂÙ ÍÁÎÙ ÖÉÒÕÓÅÓȟ 
and spyware had barely been invented at the time



So, What Happened?
·Really severe security problems are caused by those 

who profit from them
·$0.10 per infected PC

·Much more for fake security products

·Market economics dictate that the most widely 
deployed platform will get targeted first

·And yes, Windows is trivial to exploit
·(Ï×ÅÖÅÒȟ ÔÈÁÔȭÓ Á ÂÏÎÕÓȟ ÎÏÔ Á ÒÏÏÔ ÃÁÕÓÅ

·Many security-related issues (spam, Nigerian/lottery scams) 
would continue to flourish if Windows were to disappear 
from the face of the earth overnight



Exploits are Big Business



Who Needs Exploits Anyway?
�³The trade in rogue anti-virus applications can make 
top-tier distributors an estimated $1.2m a year, net 
security firm Symantec estimates. 

A study by Symantec into the psychology of the scam 
found that 93 per cent of users deliberately 
downloaded and installed scareware packages, albeit 
without realizing what they were getting for their 
money.�´

�� The Register, October 20 th 2009.


